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High Reliability Organizations

People dislike unexpected outcomes and surprises. The inability to manage the unexpected lies behind a number of problems managers face. Good management of the unexpected involves mindfulness. High Reliability Organizations (HROs) organize themselves in such a way that they are better able to notice the unexpected in the making and halt its development. If they cannot halt such a development, they are resilient and quickly able to swiftly restore the functioning of the system. Because they are mindful, HROs are able to read even weak signals and give strong responses to these signals. 

The hallmarks of HROs are:

· Preoccupation with failure
· Reluctance to simplify

· Sensitivity to operations

· Commitment to resilience

· Deference to expertise

HROs are preoccupied with failures. They view any lapse as a symptom that something is wrong with the system. They realize that if separate small errors occur simultaneously, the result would be disaster. HROs encourage reporting of errors. 

HROs do not try to simplify the picture. They take deliberate steps to create more complete and nuanced pictures. Realizing that the world they face is complex, stable, unknowable, unpredictable, they try to see as much as possible. They keep making continuous adjustments that prevent errors from accumulating and enlarging. Anomalies are noticed when they are still traceable and can be isolated.

HROs realize that despite the best safeguards, errors can happen. So they develop capabilities that help them to bounce back quickly. Resilience involves both keeping errors small and improvising work. To make this happen, HROs put a premium on expertise and knowledge and practice their own equivalent of fire drills.

In HROs, decisions are made on the frontline. Authority is given to people with the most expertise, regardless of their rank. Decisions migrate around the organization in search of a person who has specific knowledge of the event. Decisions may come from the top during normal times but during exigencies, decisions migrate and a predefined emergency structure keeps in. 
Expectations matter when it comes to safety and reliability. To expect something is to be mentally ready for it. Expectations drive our attention to certain features of events. One problem is that we actively seek out evidence that confirms our expectations and avoid evidence that disconfirms them. As pressure increases, people are more likely to search for confirming information and to ignore information that is inconsistent with their expectations. 

Surprises can come in many forms. Something happens about which there was no expectation. Alternately, an issue is recognized but the direction of expectation is wrong. A third kind of surprise occurs when we know what will happen but the timing is off. A fourth kind of surprise occurs when the expected duration of an event proves to be wrong. A transient event ends up having an enduring impact. A fifth form of surprise occurs when a problem is expected, but its magnitude is not.
Part of managing the unexpected involves anticipating feelings of unpleasantness and taking steps to minimize their impact. Surprises tend to be unpleasant because the world seems to be less predictable and less controllable than when we first thought and we may feel committed to the predictions we made. 
Mindfulness

Mindfulness means the combination of ongoing scrutiny of existing expectations, continuous refinement and differentiation of expectations based on newer experiences, willingness and capability to invent new expectations that make sense of unprecedented events, a more nuanced appreciation of context and ways to deal with it, and identification of new dimensions of context that improve foresight and current functioning. 
Mindfulness is essentially a preoccupation with updating. A mindful orientation that it redirects attention away from the expected to the irrelevant, from the confirming to the disconfirming, from the pleasant to the unpleasant, from the more certain to the less certain, from the explicit to the implicit, from the factual to the probable and from the consensual to the contested. People keep tending to make categories to help gain control of the world, predict what will happen and plan actions. Categories simplify things greatly but they also edit out a lot of information. 
Expectations and categories are closely related. Mindfulness means checking constantly whether the categories remain plausible, whether they have become out-of-date and whether they can be improved. Mindful people consistently network their categories, refine them, differentiate them, update them and replace them, notice more and catch unexpected events earlier in their development. 

Mindfulness is partially the result of preoccupation with failure. This should be encouraged through frequent incident reviews, the reporting of errors, no matter how inconsequential and awareness of the hubris and arrogance of success. Success breeds confidence and fantasy. Success narrows perceptions, changes attitudes, breeds confidence in the efficacy of current abilities and practices and makes people intolerant of opposing points of view. This may increase complacency improving the likelihood that unexpected events will go undetected and accumulate into bigger problems.
The most effective HROs regard close calls as pointers to potential danger. In contrast, less effective HROs look at a near miss as evidence of success and their ability to avoid disaster. When people see a near miss as success, this reinforces their beliefs that current operations are adequate to contain disaster.

Building Resilience 
Even the best systems cannot prevent errors from happening. To contain the damage, when errors do occur, HROs build resilience and respect expertise. To be resilient is to be mindful about errors that have already occurred and to correct them before they worsen and cause serious harm. Unlike anticipation which encourages people to think and then act, resilience encourages people to act while thinking and to act in order to think more clearly. People in HROs are encouraged to make knowledge about the system transparent and widely known. This helps people to appreciate weaknesses and manage them better. HROs also establish pockets of resilience through uncommitted resources such as informal networks of people who come together on an as-needed basis to solve sticky problems. 

Commitment to resilience is evident in a capacity to use knowledge in unexpected ways. This capacity might be evident in informal networks of people who self organize to solve problems, in enthusiasm to share expertise and novel solutions across unit boundaries and in continual investments in improving technical systems, procedures, reporting processes and employee attentiveness.

Mindlessness

Conventional plans and standard operating procedures can promote mindlessness. Plans embody expectations which influence the attention, interpretation and actions of people. Expectations help people to structure ambiguous information. When people impose their expectations on ambiguous stimuli, they typically fill in the gaps, read between the lines and complete the picture as best they can. Often this means that they complete the picture in ways that confirm what they expected to see. Slight deviations from the normal course of events are smoothed over and quickly lose their salience. Plans specify contingent actions. But contingent plans by restricting attention to what we expect, preclude improvisation. Plans prescribe routines. But routines uncomfortably cannot handle novel events.
Mindlessness is more likely when people are distracted, hurried or overloaded. Mindlessness may also occur when people cannot do anything about what they see. The building blocks  of mindfulness are a willingness to doubt that one’s current picture is complete, a willingness to inquire further to remove some of these doubts and a desire to update situational awareness on a continuing basis.

Coupling and interactive complexity

Unexpected events that can lead to failures or crises are most likely to occur in contexts that are tightly coupled and interactively complex. Coupling means the degree to which actions in one part of the system directly and immediately affect other parts. In a loosely coupled system, delays are possible and alternative pathways to completion are possible. In a tightly coupled system, there is little slack. A process or set of activities, once initiated proceeds rapidly and irreversibly to a known or unknown conclusion. Tightly coupled systems have more time dependent processes. So items must move continuously through the production process and delays and storage of incomplete products are not possible. Interactive complexity concerns how the different components or parts interact.  Interactively complex systems process elaborate sets of interconnections and non linear feedback loops, some of which are hidden or impossible to anticipate. The rise of interconnected technologies and interconnected resource demands on attention mean that some parts of most organizations can be described as interactively complex and tightly coupled.
Culture encompasses basic assumptions that are developed by a group as it learns to cope with the problem of external adaptation and internal integration in ways that have worked well enough to be considered valid and can be taught to new members of the group as the correct way to perceive, think and feel in relation to these problems. Culture shapes expectations. Often these take the form of agreements about appropriate attitudes and behaviors. Core values make decision making more efficient. As long as people are clear about these values, they can be given a great degree of autonomy in their day-to-day decision making. A culture of mindfulness is likely if top management conveys a clear preference for mindfulness in its beliefs, values and actions and if those actions and words are communicated credibly and consistently. Bonuses, raises, promotions and approval flow must move towards those who act mindfully, away from those who do not.

An informed culture is one in which those who manage and operate the system have current knowledge about the human, technical, organizational and environmental factors that determine the safety of the system as a whole. An informed culture has four building blocks:

· What gets reported when people make errors or experience near misses – reporting culture. A reporting culture is about protection of people who report and the kinds of reports that are trusted. 
· How people apportion blame when something goes wrong – just culture. There is a distinction between acceptable and unacceptable behavior. In a just culture, there is an atmosphere of trust. People are encouraged to provide safety related information.

· How rapidly people can adopt to sudden and radical increments in pressure, pacing and intensity – flexible culture. A flexible culture facilitates quick adaptation to changing demands. People in HROs assume that the system is endangered until there is conclusive proof that it is not. When there is inconclusive evidence that things are safe, people dig for more information.
· How adequately people can draw on the lessons that they have learnt to reconfigure assumptions, frameworks and action – learning culture. If timely, candid information generated by knowledgeable people is available and disseminated, an informal culture becomes a learning culture. People embrace best practices. There are debates that promote learning and help identify new sources of changes and how to cope.

Building Mindfulness

Although it is not possible to change a culture single handedly, by the questions we ask and the things we do, we can move it in the direction of greater mindfulness. Here are some ways:

· Track down bad news. What happens to bad news and the people who bear it?

· Clarify the onus of proof. Is the system assumed to be safe until proven dangerous or assumed to be dangerous until proven safe?
· Keep asking people whether they have noticed anything out of the ordinary.
· Do you talk about near misses when they occur? Are near misses interpreted as a sign that the system’s safeguards are working or a sign that the system is vulnerable?

· Consolidate your explanations. Be careful of the human tendency to adopt a different explanation for each small deviation. Separate tiny explanations may hide the existence of one big problem.

· Don’t underestimate the power of social influence. More than individual attitudes, it is shared beliefs that make it easier/harder to deal with the unexpected.

· Examine how the culture treats feedback. Often the value of feedback and perceptions of its importance are affected by whether or not it has any effects.

Conclusion

Organizations can take various steps to spot unforeseen events more quickly:

· Restate goals in the form of mistakes that must not occur

· Create awareness of vulnerability

· Cultivate humility

· When things go wrong, use it as an opportunity to uncover more details and learn more about how things work

· Create an error friendly learning culture

· Encourage divergent perspectives

· Strengthen fantasy as a tool for managing the unexpected. Imagine unlikely, unconventional scenarios.  

· Carry your expectations lightly. Their disconfirmation will be less painful, their revision more likely and learning will become a more pleasant experience.

· Try to see old things in new ways.

· Past experience is partly relevant and partly irrelevant. Begin to contain the event by doing what experience tells you to do. But remain in doubt whether you are doing exactly the right thing.

· Resilience takes deep knowledge. So enlarge competencies and response repertoires.

· Build excess capacity. Leanness strips the organization of resilience and flexibility.

· Create flexible decision structures. When problems occur, decision making must migrate to people who have the most expertise to deal with the problem.
· Accelerate feedback. Effective resilience requires quick accurate feedback so that the initial effects of attempted improvisations can be detected quickly and the action altered or abandoned if the effects are making things worse.

