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Rene Stultz, an authority on risk management explains that companies mismanage risk in six ways.
Using past data
Risk-management modeling usually involves extrapolating from the past to forecast the probability that a given risk will materialize. But the past may not always reflect the future.
Narrow measures
The actual measures of risk can lead the company to ignore risks that it should be taking into account.  If a bank uses VaR to protect itself from losses, it may have insufficient capital to support the risks it is taking. VaR does not capture catastrophic losses that have a small probability of occurring. Similarly, a daily measure does not capture the risk of a portfolio when the firm is stuck with the portfolio for a much longer period. When unwinding a position takes a long period of time, a much higher level of capital is needed.
Overlooking some risks
Risk managers often overlook four kinds of risks: 
· those outside the class of risks normally associated with particular units; 
· those related to the hedging strategies used to manage risks already identified and assessed; 
· those that arise when a market is dominated by one or two large institutions; 
· those that pertain to changes in normal trading behavior due to doubts about the value and liquidity of assets.
Risk managers often distinguish among market, credit, and operational risks. The Basel II rules, have an extremely narrow definition of operational risk. So banks that follow that definition overlook certain strategic and business risks.

In analyzing risk-management failures, organizations complete a risk assessment and implement steps to protect themselves but may then fail to assess all the risks of the instruments used for risk mitigation.

Much of the finance theory underlying statistical risk models makes the critical assumption that markets are largely frictionless. In a frictionless market, financial institutions take prices as given rather than changing them during transactions. But this can lead risk managers to ignore risks arising from market frictions, which may arise when one or two institution accounts for a very large chunk of a market's transactions. 
Another important source of market friction is doubt about the true value of traded assets when markets are illiquid.  Trading behaviour is far from normal when there are serious doubts about the value and liquidity of assets. Market participants stop taking prices as given because transactions are too infrequent to provide clear price signals. 
Non reporting
Risk managers may spend a lot of time and effort to measure and capture risk and still end up failing because the people responsible for incurring risk simply don't report it. Unreported risks have a tendency to expand in financial organizations. Effective risk reporting ultimately depends on an institution's culture and incentives. If risk is everybody's business in an organization, pockets of it aren't likely to go unobserved. And employees will take risks more judiciously if their compensation is affected.  

Poor communication to the top
The fifth type of risk-management failure is poor communication to the board and the CEO, who are ultimately responsible for making decisions about risk.  Risk monitoring and management for all practical purposes means getting the right information, at the right time, to the right people, such that those people can make the most informed judgments possible. Say the firm has state-of-the- art risk-management systems. But the board and the CEO don't understand them because the risk manager cannot properly explain the complex reports to nonexperts. Then the systems may do more harm than good by inspiring unwarranted confidence in their capabilities. Even worse, information may reach top management too late or be distorted by intermediaries. 

Responding with a lag
In volatile situations, risk must be managed real time. Risk managers are responsible for making sure that the firm takes only the risks that it wants to take. As a result, they must constantly monitor, hedge, and mitigate the firm's known risks. When the risk characteristics of securities change quickly, risk managers must act fast.
